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Introduction 

 

It can be difficult for Law Enforcement and related organizations to keep up with recent 

innovations in the data storage industry, to improve storage capabilities or to maintain 

accessibility to an organization’s existing data.  When chain of custody is of paramount 

importance, advancements in optical media technology present robust new opportunities 

for digital asset management (DAM) in the law enforcement arena.  Blu-ray based optical 

data storage offers the next generation in secure, long-term digital multimedia evidence 

(DME) storage with many critical benefits to law enforcement agencies as well as related 

organizations such as local municipalities that are starting to play a bigger role in the de-

centralized IT architecture. 

A hybrid Blu-ray/hard disk system brings 

several advantages to law enforcement 

DAM programs. Because storage 

requirements for DME are evolving at a 

rapid pace to include higher resolutions in 

crime scene photographs, in-car and 

interview room video footage, camcorders, 

and CCTV feeds; DAM is quickly becoming 

more and more complex.  Properly 

handling, controlling, and storing DME (75 

years for felony criminal case files) adds to 

the intricacy of a successful DAM program. 

Hard disks within the hybrid system enable quick access to often-demanded information 

while Blu-ray offers a complete archive solution. This meets DAM programs needs much 

better than a single media storage system.  

 

Reliable DME Storage with Longevity 

 

Media reliability for DME storage should be carefully considered for any DAM program to 

ensure data availability at the most efficient cost over the retention period of the DME. 

Systems containing only hard drives consume a considerable amount of space and energy 

to maintain and typically require expensive, dedicated raised-floor and cooling 

environments. Hard drives, with a three to five year lifespan due to their mechanical 

nature, require data to be frequently migrated to avoid inadvertent loss of DME. With 

approximately five to seven years of useable lifetime, magnetic tape-based media, while 

providing excellent backup capability, does not provide the multi-decade data longevity 

required for felony criminal cases and other compliance data requirements. With each 
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successive use, magnetic tape media deteriorates as it is spooled over the tape drive’s read 

and write heads. Tape media also requires periodic tensioning, data migration, and 

controlled storage environments to maintain the integrity of the DME. The magnetic nature 

of tape and hard disk media makes them very vulnerable to erasure when placed in the 

proximity of a magnetic source.   

Blu-ray optical discs are designed with a copper 

and silicon base; data is physically etched onto 

the recording layer of the disc rather than being 

placed onto a magnetic recording film like tape 

and hard drive media.  Every time data is written 

to a Blu-ray disc, the burner performs bit-level 

verification on that data to guarantee the user that the data was successfully written. The 

Blu-ray writing process is much superior to the chemical dye-based recording method on 

CDs and DVDs that deteriorate over time. Blu-ray discs are manufacturer warranted for 

over 50 years, providing data integrity and availability long past several generations of 

tape and hard drive media. This level of data reliability is sufficient for even the most 

stringent public or private sector recordkeeping requirements.   

Chain of Custody Integrity 

Magnetic tape and optical disc media both provide write-once read 

many (WORM) options to assure users that authentic, original 

versions of digital records are retained on the media. Utilization of 

WORM media to store DME will reduce the workload for record 

control and avoid inadvertent erasure, degradation from magnetic 

exposure or excessive use, inadequate storage environments, or 

mishandling.  Blu-ray’s WORM format is strictly hardware 

based. Once data has been written to Blu-ray WORM media it 

can never be changed, except through destruction of the physical 

disc itself.     

Reduced Data Migration Requirements 

Technology obsolescence and the short media life spans of hard disk and magnetic tape-

based media require periodic refresh cycles.  Magnetic tape formats are generally 

supported for a decade or less before they are orphaned. Supporting outdated formats 

requires retaining the older hardware, spares, and extra media. Replacement parts are 

often difficult to find and extremely expensive. Technology refresh cycles may be as simple 

as migrating data from the old media to a newer copy or may also drive the purchase of an 

entirely new hardware storage system.  
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Blu-ray media is based upon the 120mm format established for CDs when they were first 

released to the market in 1982.  Thus:  

¶ The media and hardware are backward compatible with CD and DVD 

technologies spanning over the past 30 years with a strong roadmap for 

forward compatibility with future generations of optical burner and media 

technology.   

¶ Blu-ray media utilizes the Universal Data Format (UDF); data written on one 

Blu-ray burner is readable on another, with the appropriate application and 

authorization, preventing vendor lock-in problems commonly observed with 

the many various magnetic tape formats.  

¶ With a 50 to 100 year useable life span, Blu-ray optical media significantly 

reduces data migration and the resulting chain of custody update 

requirements and pitfalls over the retention term of the DME.   

Ease the Burden of Securely Managing DME 

As capacity requirements expand into the multi-

terabyte and petabyte range due to government 

regulations and demand increases for high-quality 

video and digital photos, law enforcement 

requires a reliable means of storing DME for the lengthy life spans of the data. Technology 

is ever changing; it can be extremely difficult and expensive to keep up with the frequent 

technology refresh cycles required to maintain adequate chain of custody control without 

inadvertent modification of or tampering with the DME. Blu-ray based storage solutions 

offer long term reliability through extended longevity, WORM technology, forward and 

backward compatibility, and reduced energy consumption. Entire storage solutions can be 

built with hard disk and Blu-ray technology encapsulating many terabytes worth of 

structured and cataloged media for quick and easy nearline and offline file storage. Offering 

up to a century of data integrity, true WORM protection, over 30 years of media 

compatibility, and ultra-reliable construction, Blu-ray media will help ease the burden of 

securely managing DME while retaining appropriate chain of custody and data authenticity 

for law enforcement DAM programs. 

Overcoming Approval and Budgetary Obstacles 

While the above advantages and superiority of Blu-ray based storage solutions are the 

technical reasons to truly consider this medium for long term DAM solutions, the practical 

or political rationale should not be overlooked.   

  

Backward and forward compatible 
spanning over 30 years 
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In comparison to traditional systems typically, Blu-ray based storage solutions offer:   

¶ More cost effective installation and life cycle costs 

¶ More cost effective maintenance costs 

¶ Ease of installation 

¶ Energy efficiencies, as evidenced by the recent “green” recognition of Blu-ray based 

storage solutions 

¶ Continued potential for even higher levels of storage capacity, as newer generations 

of Blu-ray technology are released 

¶ Greater assurance of longer term use as successive generations of Blu-ray 

technology are capable of reading earlier generation discs….reassuring Federal and 

State Safety Officers, County Officials, City Managers, Mayors, City Councils, Chiefs of 

Police, and other decision or policy makers who grow weary of the new technology 

of the year (which is then outdated within a short time). The enduring life of Blu-ray 

based storage solutions noted above is a clear indication of future usefulness. 

Summary 

Law enforcement agencies requiring secure, dependable, and cost effective digital asset 

management solutions should consider a hard disk and Blu-ray based storage system 

solution.  Blu-ray technology offers an IT manager increased data management efficiency 

and productivity . Blu-ray technology also enables law enforcement officials to reliably and 

securely store increased amounts of court admissible digital multimedia evidence 

dramatically reducing the number of prosecutions that are “thrown out” due to lack of 

evidence because of unrecoverable data after just a few years of sitting on a shelf.  Hie 

Electronics’ TeraStack® Solution hybrid data management system offers significant data 

integrity , with automated data movement from network to hard drive to optical disc that is 

both cost effective and energy efficient for the law enforcement community.  
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